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Objetivos

Objetivos delesterseguneordias

1. Conocerlosinesgusihealesidersegunidad.

2. Estudiar las distintas: alternativas para Ila
pbusguedardevuinerabilidades:

3. Utilizar’ software paka busgueda de bugs en
nUEstrosiequiposipPERSonales:

4. Utilizarrescanerde vulnerabilidades (Nessus)
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Contenido del dia 2

© Analisisidevuinerapilicdacdess:

2 Vulneranilidades

@ SitvacionractuaiNiniormerdersegurdad Secunia
20118)

@ Comprobarvulneranilidadesientunieguipo:
SecunialPS|

© Escaner deviulneranilidades: Nessus
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Vulnerabilidades

@ Eallorenielldisenpioiconiigiraciondetnisoitware:

& GeneraluniexpedienterderseyudacaCadafabricante
mantiene suienmaldelcouiican o

O Hay empresasidedicadasiasegurdad gue mantienen
Pases dedatosiactualizadasiconilos expedientes:

O Bugtraq: http://securityfocus.com

@ CVE (CommonVulnerabilitiesiand Exposures):
https:/Icve.mitre.org/cve

O https://secunia.com/advisories
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Vulnerabilidades

Overview Advisories Research Forums Create Profile Our Commitment

Database Search

Oracle Java Multiple Vulnerabilities
Secunia Advisory SA53008

Advisories by Product Advisories by Vendor Terminology Report Vulnerability Insecure Library Loading

Release Date: 2013-04-17 Last Update: 2013-05-30 Views: 25,431

Where:

Impact:

Solution Status:

Software:

CVE Reference(s):

From remote

Security Bypass, Manipulation of data, Exposure of sensitive information, Privilege escalation, DoS, System

access

Vendor Patch

@ Oracle Java JDK 1.5.x/5.x

@ Oracle Java JDK 1.7.x/7.x
@ Oracle Java JRE 1.6.x/6.x

CVE-2013-0401

CVE-2013-1518
CVE-2013-1558
CVE-2013-1569
CVE-2013-2414
CVE-2013-2418
CVE-2013-2422
CVE-2013-2426
CVE-2013-2430
CVE-2013-2434
CVE-2013-2439

CVE-2013-0402
CVE-2013-1537
CVE-2013-1561

CVE-2013-2383
CVE-2013-2415
CVE-2013-2419
CVE-2013-2423
CVE-2013-2427
CVE-2013-2431

CVE-2013-2435
CVE-2013-2440

@ Oracle Java JDK 1.6.x/6.x
@ Oracle Java JRE 1.5.x/5.x
@ Oracle Java JRE 1.7.x/7.x

CVE-2013-1488
CVE-2013-1540
CVE-2013-1563
CVE-2013-2384
CVE-2013-2416
CVE-2013-2420
CVE-2013-2424
CVE-2013-2428
CVE-2013-2432
CVE-2013-2436

CVE-2013-1491

CVE-2013-1557
CVE-2013-1564
CVE-2013-2394
CVE-2013-2417
CVE-2013-2421

CVE-2013-2425
CVE-2013-2429
CVE-2013-2433
CVE-2013-2438
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Vulnerabilidades

Q pesielidiaienieligue se hace
publicartnavulneraiuacANpPaGtIFde este
momentoy elftiempoiguersertanderenidaruna
selucion'senaiel

@ De estetiempoideneaceiondependea
probabilidadiderguelawvuinerabilidad
descublenta sealexplotadaipanrarcontiguran un
atague
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Vulnerabilidades

« Ciclo de vida de las vulnerabilidades

Vulnerability

Vulnerability Fixed by

Vulnerability Discovered by System Patch
Introduced Hackers or Update

AN \

The past Window of Complete Vulnerability  Partial Vulnerabilty — Updated Systems Safe

[ _/

Malware Exploiting
Exploiting the Malware
Vulnerability detection added
Discovered by to Anti-Virus
Anti-Virus Databases
Vendors




Situacion actual (Informe
de seguridad Secunia 2013)

@ Secunial empresameierentereniel sectorpadelarseguridad
infoEmatcas
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@ Emite informesianualesiconiestadisticas;idetalladaside
segunidadiGranipanterdelannionacioniesirecabadade
lostanalisisiquerealizasuisoitware:

@ Mites yleyendas:

@ LLos datosigue se muestrania continuacion han sido
obtenidos de dichoiniosme:
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Vulnerabilidades por tipos
de programas

@ LLos programaside

tercenos StupeERANEn

numerede

viulnerapilidadesia

|OSISIStemas

by third-party programs

®(QOSShare ®™MSShare ™TP Share

operativosWindows
asiicomo alos
programaside
Microsofit

40.00%
20.00%

0.00%

2007 2008 2009 2010 2011 2012
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., Quién tiene mas
vulnerabilidades?

Vulnerabilities in the 50 most used programs (including VVindows)

GOOGLE CHROME
MOZILLA FIREFOX

ENEEEEEEEE e
ADOBE FLASH PLAYER
EEEEEEEEEE e
ADOBE AR
MICROSOFT WINDHOWVVS 7
EEEEEEEEEE =
MICROSOFT INTERNET E<XPLORER
EEEEEEEEEE ——

MICROSOFT .NET FRAMEWORK
....lll l.. e———

MICROSOFT EXCEL

I8 products had a total of 1,137 wulners
(This number includes the operating system Wi

MICROSOFT VISIO VIEVVER

MICROSOFT SILVERLIGHT
MICROSOFT WORD

SKYPE

MICROSOFT XML CORE SERVICES (MSXML)

In the top 50 portfolic the total numb In the ar this s The 1,137 vulnerabiliti ere
of end-point vulnerabilties in ) 2 an incr discov din 18 of the TOp 50

I I 3 7 9 8 O/ products - an average of 63
o vulnerabilities per product.
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s, Tardan mucho en salir
los parches?

When are patches available for vulnerabilities in the Top 50 programs?

24 hours

of vulnerabilities had patches O of vulnerabilities had patches
available on the day of disclosure o available on the day of disclosure
in 20012 in 2011
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;Desde donde se ataca?

These are the attack vectors used by attackers
to trigger or reach a vulnerability in a program

Remote network Your local network Your computer

9 I cy Remote network zcy Local network 7cy Local system used
used as attack used as attack o
as attack vector
O vector (o O

wvector

The rmajority of attacks are carried out by a hacker from a remote network, where the attacker is not required to
have access to the systern or a local network in order to exploit the vulnerability.
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Comprobar vulnerabilidades

@ SecuniaPSINEersonaliSoitWanelnSpPECLOr) es
ghatuito(derseipeErsSonal) VoS PERMILE comprobar
ellestadorderactualizacionidelsistemaloperativo asi
como dertodasiasiaplicacionesinstaladas;
venificandortamienisiexistenivulineranilidades en
puestraimaguina:

@ /Lo prohamos
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Escaner de vulnerabilidades

O ¢Y si quiero escanear mas maquinas en mi organizacion?.

¢ Un escaner de vulnerabilidades es un programa diseiado
para buscar de forma automatica debilidades en
ordenadores, sistemas, redes y aplicaciones.

@ El programa prueba un sistema enviando datos a través de la
red y analiza las respuestas recibidas, tratando de enumerar
las vulnerabilidades presentes en el sistema objetivo usando
su base de datos de vulnerabilidades como referencia para
generar un informe con toda la informacion.

O Es posible utilizar un conjunto de credenciales para logearse
en los sistemas de forma que se lista el software y los
servicios instalados, determinando si estan parcheados.
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Escaner de vulnerabilidades

¢ Software para escanear en red:

@ Nessus
@ OpenVas
@ Retina

@ NeXpose

@ Secunia SmallBusiness o CSI
AR




A\

‘ CEP Lora del Rio
suna o anoRwoR  CONSEJERIA DE EDUCACION

X https://localhost:8834/html5

) desde | Enlaces Nueva pestafia Ver cunas eldiario.es - perio #z' DVWA: Conociend verano

Username P &

Password

Looking for the older Flash interface?

( tenable

“=7 network security
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Nessus: escaneando la red

Nessus vure . ) e
o
Results Scan Queue Scan Templates Yolicies Users Configuration
S~ —
e
— €@ New Scan Template
e
o C:AWINDOWS\system32\cmd. exe G :
eneral Settings S
4?‘!15!' soft Windows i 5.1.26881 \ o General Scan Settlngs
<C> Copyright 198 icrosoft Corp.
j}z’.gc onfig 'AA -
- Name WindowsXP
Conf iguracidn IP de Windows -
Type | Run Now
Ndaptador Ethernet Conexidn de Area local b e
Fica DNS : home Policy | Internal Network Scan

Scan Targets

Puerta de enlace pre

BN pijotal

Upload Targets | Seleccionar archivo | nada se...ionado

Run Scan Cancel
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Nessus: informe de resultados

e A admin Help & Support Sign Out

o 0
ue Scan Templates Policies Users Configuration Results Scan Queue Scan Templates Policies Users Configuration A

~ o 4 "
W Filter Options Audit Tra Risk Information

Risk Factor: Critical
192.168.1.16 Knowledge Base CVSS Base Score: 10.0
CVSS Vector Score: CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C
CVSS Temporal Vector: CVSS2#E:H/RL:OF/RC:C
V\:Ii CVSS Temporal Score: 8.7
STIG Severity: |
Windows

Vulnerability Information
‘Windows

CPE: cpe:/o:microsoft:windows
SMB Signing Disabled

Exploit Available: true
Exploitability EqSe: Exploits are available
Multiple Ethernet Driver Frame Padding Information Disclosur... Exploitable With:

Metasploit (Microsoft Server Service Relative Path Stack Corruption)
CANVAS (CANVAS)

Core Impact

Nessus SYN scanner Port scanners

Microsoft Windows SMB Service Detection Windows

Common Platform Enumeration (CPE) General Reference Information

Device Type General CLEoN CVE-2008-4250

Host Fully Qualified Domain Name (FQDN) Resolution = - osvdb: WLAVL]

v
L 31874
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Openvas

& (https @ 192.168.1.18:9392/omp?cmd=get_tasks&overrides=1&token=d9f6ec9d-fc42-4dbc-b517-a54fa8ad558b — Greenbone Security Assistant

J. Greenbone & Logged in as Admin admin | Logout

& Security Assistant Sun Sep 8 08:20:34 2013 UTC

Scan Management Asset

Extras Administration

Tasks 1-1of 1 (total: 1) BN W E S

Filter: apply_overrides=1 first=1 rows=10 sort=name

[*] u
Reports
Total Trend
First | Last Threat

Immediate scan of IP 192.168.1.19 Sep82013 | Inla (] ~]=]3]

(Applied filter: apply_overrides=1 first=1 rows=10 sort=name)

Welcome dear new user! Quick start: Immediately scan an IP address

To explore this powerful application and to have a quick start for IP address or hostname:
doing things the first time, I am here to assist you with some hints
and short-cuts.

| Start Scan |

I will appear automatically in areas where you have created no or
only a few objects. And disappear when you have more than 3
objects. You can call me with this icon &3 any time later on. . Create a new Target with default Port List

. Create a new Task using this target with
For more detailed information on functionality, please try the default Scan Configuration

integrated help system. It is always available as a context sensitive . Start this scan task right away

link as icon 4. . Switch the view to reload every 30 seconds
so you can lean back and watch the scan
progress

For this sh t I will do the following for you:

In fact, you must not lean back. As soon as the
scan progress is beyond 1%, you can already

jump into the scan report via the details icon (@)
and review the results collected so far.

Greenbone Security Assistant (GSA) Copyright 2009-2013 by Greenbone Networks GmbH, www.greenbone.net
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TAREA: ; Tienes
vulnerabilidades?

& Utilizanderalguniescanendelosivistos; nealizala
pusguedamdeswiinerauilidadess en  alguna
maguina enntenpretaloshesuitados:

@ Connige todoriorguerpuedassyrvuelve ar pasar el
escaner

@ Comparntelosiresultados en elfionodel curso.
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Lecturas recomendadas:

O hittps/secuniascComnmy¥
action=retchisdilename=secumapVviinerability. R
eview. 20785 pdi;

O hittp/Wwwwislideshanernetymonenol/sad-tema-
introduccionidiZis




